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New trends in IT business are about outsourcing computing from on-premises resources to remote 
servers for cost savings and many other performance benefits. Helped by the new virtualization 
technologies, the Cloud can handle the requirements of the market. With the migration of the data and 
the applications into the cloud, new security issues appear, making the trust in Cloud not to be 
enough. The researchers found new cryptographic ways to protect the data in the Cloud. This paper 
makes a review of the new cryptographic techniques used for protecting the data from a remote 
storage, and not only protect, but to be able to process remote encrypted data. 
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1. INTRODUCTION 

With the growing of the technology performance, an important step to optimized hardware resources 
uses was virtualization, creating many virtual machines that run on the same physical machine. The next step 
to this evolution was the construction of large data centers that can be used by many users in common, based 
on VMs, called Clouds. The main benefit of Cloud Computing is the high-availability storage of data, but 
also the high parallel computing resources. For enterprises, the Cloud offers an alternative to the on-premises 
infrastructure to an off-premises one which means costs savings and accelerate adaptation for new 
applications and resources requirements. 

The Cloud represents an evolution in distributed computing that takes advantage of technology 
advances. Cloud Computing include several types of services as:  

– IaaS (infrastructure as a service) – the consumer has the capability to provision processing, storage, 
networks and other computing resources and to deploy and run arbitrary software,  
– PaaS (platform as a service) – the consumer can deploy applications onto the Cloud using 
programming languages supported by the Cloud,  
SaaS (software as a service) – the consumer use the applications that already running in the Cloud.  
The Cloud infrastructures can be categorized as private or public. The private cloud infrastructure is 

managed and owned by the customer and resides on-premises, and the public cloud infrastructure is owned 
and managed by the cloud service provider and is located off-premises. 

Thanks to virtualization technology, the resources offered to the users have the following attributes: 
– Multi-tenancy, 
– Highly scalable and elastic, 
– Self-provisioned, 
– Pay-per-use price model. 
But, the migrating from on-premises to off-premises infrastructures introduces significant security issues: 
a. Multi-tenancy: data and application in a VM share the same physical resources with other VM which 

can have a malicious behavior. 
b. Data mobility and control: data that reside on the cloud’s servers can be in any geographical 

location, and this fact can break some international laws and regulations. 
c. Data remanence: the recycle of the storage resources can give data leakage in the case if the data are 

not safety erased. 



2 New cryptographic challenges in cloud computing era  73

d. Data privacy: the public nature of the cloud has significant implications in data confidentiality and 
privacy, especially when the data are stored in plain text. A Cloud Security Alliance report put the 
data losses and leakage in the top of the Cloud Security issues. 

The requirements for data security in the Cloud are: confidentiality, verifiability (user can verify that 
data and computation was processed in an expected way) and integrity. 

This paper is organized as follows: in Section 2 is described the main techniques for data security in the 
cloud, Section 3 presents the predicative encryption and its applications, Section 4 in detail the homomorphic 
encryption, Section 5 presents some data regarding the performance of the homomorphic encryption and the 
new challenges facing homomorphic encryption, and Section 6 contains the conclusions. 

2. DATA SECURITY ISSUES IN THE CLOUD 

To protect data on the cloud storage can be used methods for access control or to encrypt the data. 
Access control consists of both authentication and authorization. Cloud Service Provider usually uses weak 
authentication mechanisms, and the authorization controls are not very granular, and in some cases the 
access control does not provide enough protection. Even with these mechanisms, because data is in plain 
text, it is vulnerable to different kinds of attacks. Cryptographic mechanisms applied to data offer the best 
solution for data protection. 

This means the customer must encrypt the data locally prior to uploading to cloud. But the searching 
and indexing the data could not be done, and neither processing. To search the data, the user must download 
all data locally, decrypt it and does the search or the cloud decrypts the data before the search, but it must 
have the decryption key which is not desirable. 

In June 2009 has discovered first fully homomorphic encryption scheme that allows data to be 
processed without being decrypted. The only issue regarding this homomorphic encryption scheme is the 
immense computational effort. Other solution is to limit the amount of data that would need to be decrypted 
for processing using predicate encryption. 

3. PREDICATE ENCRYPTION 

Predicate encryption is a new paradigm, generalizing Identity-Based Encryption. In this paradigm 
secret keys correspond to predicates and the encrypted text to attributes. A secret key fSK , corresponding to 
a predicate f , can decrypt a ciphertext with attribute I if and only if ( ) 1f I = .   

Predicate encryption (PE) is used for searching over encrypted data, evaluating certain encrypted 
attributes. Such encryption schemes work only for a few classes of predicates. PE has two important 
properties: does not reveal any information about the ciphertext and no information about the query predicate 
[9]. 

In [8] authors show how to construct a scheme for evaluation of inner product over ℤN. 

Definition. Key K with attribute y can decrypt ciphertext Ct with attribute x if and only if 1),( =yxP . 
Also, one of the most useful properties of the PE is that the owner of the data can delegate the 

decryption. 
1. Owner generates Master Secret Key (MSK) and Public Key (PK); 
2. Owner publishes PK 
3. Other person (B) has a message M being attributed “private”, and wants to send it to the owner. B 

computes ( )privateMPKE ,,  
4. Another person (C) has a message M’ being attributed “work”, and wants to send it to the owner. C 

computes ( )workMPKE ,, ′   
5. The owner delegates the decryption of the M’ with the attribute “work” to other entity and keep the 

“private” message for himself. 
To achieve this goal it can be used Elliptic Curves Techniques, as follows: 
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a. Define group G: multiplicative of prime order p, and a bilinear map TGGGe →×: , that satisfies 
the following properties:   

( , ) ( , )
( , ) 1, , , .

a b ab

p

e g g e g g
e g g a b g G

=
≠ ∀ ∈Ζ ∈

 (1)

b. Setup:  
• Choose random pba Ζ∈,  

• Set aMSK = , and ab ggeggPK ),(,,=  and { } GH →1,0: . 
c. KeyGen: 

• Choose random pt Ζ∈ , different for each entity. Entity has the attributes nxxx ,...,1=  

• Set txHtxHgtbtgaSK n )(,...,)(,, 1+= . 
 

d. Encryption: 
• Choose random nrrs ,...,, 1   
• Ciphertext: ),)((),...,,)((,,),( 11

111 nnn rrbrrbsas gyHggyHggggMeCT λλ= . 
e. Decryption: 

• Using sg  from CT and btag +  from SK , compute:  
sbtsabtasbtas ggeggeggegge ),(),(),(),( )( == ++  

• If the entity has all attributes t
ixH )( ,then it can obtain 

btsrsbtrbt ggeggegge ),(),(),( )()( =− , so it can compute M. 
Hidden Vector Encryption (HVE) is a case of predicate encryption. In this case, the ciphertext 

attributes are represented as a vector nxxxx ,...,, 21= and the keys are represented as 

lyyyy ,...,, 21= and the 1),( =yxMatch  if and only if for all iiii yxyx =≠ *,, . 
1. ( )lnSetup 1,1  => public key PK and secret key SK; 
2. ( )xPKEncrypt ,  => encrypted attribute vector X; 
3. ( )ySKGenToken ,  => key yK ; 
4. ( )yTXTest ,  => ( )yxMatch , . 
A construction of this kind of algorithm is presented in [8] and in [9]. 

Applications 

1. Searchable Encrypted Databases. PE can be used for secure searching on outsourced encrypted 
database in Cloud. There are efficient solutions for equality searches, but the issue is that the 
application in the Cloud can learn the access pattern of a user. 

2. Identit-Based Encryption and Attribute-Based Encryption. IBE is a special case of PE for equality 
tests. In an ABE a user can have capabilities in senses of access control policy over the attributes of 
a ciphertext. In both schemes, the attributes and the identities are not hidden. 

4. HOMOMORPHIC ENCRYPTION 

Homomorphic describes a property of an encryption scheme. The homomorphic encryption permits 
processing of encrypted data on a remote storage without decrypting it. This method offers many advantages 
especially for the cloud paradigm because the users can benefit of the advantages offered by the Cloud and 
they also protect the data confidentiality and privacy which are one of the issues in the cases of storage and 
processing their data by an un-trusted third party. Practically, the owner delegates processing without giving 
away access. 
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A scheme to be homomorphic is enough to support AND and XOR Boolean operations, and to be fully 
homomorphic it must be able to perform these operations an unlimited number of times. Other Boolean 
operation can be obtained using these two operations according to De Morgan’s laws. Also, it is enough to 
implement just NAND or just NOR. 

A homomorphic encryption scheme can be named “somewhat” homomorphic. To be fully 
homomorphic encryption (FHE) it must be composed by a homomorphic encryption scheme and a 
bootstrappable function. In many real-world cases a “somewhat” homomorphic encryption could be enough, 
and has the main advantage to be much faster and more compact than FHE. 

Gentry [2] proposed a FHE scheme that enables evaluation on arbitrary number of additions and 
multiplications on encrypted data. He first constructs a “somewhat homomorphic” encryption that uses 
“ideal lattice”. This scheme can be used to handle only simple functions. He then shows how this scheme can 
be “bootstrapped” to create a FHE scheme. In the bootstrap scheme he uses the decryption function which 
must be simple enough to permit bootstrapping. 

4.1. Homomorphic symmetric encryption 

A homomorphic symmetric encryption can be constructed as follows: 
1. Choose a secret key p, odd integer. 
2. Encrypt a bit { }1,0=m : 

a.   Choose a small integer r, and a large one q 
b. Ciphertext: pqrmc ++= 2  

3. Decrypt c: 
a.  ( ) ( ) [ ]( )pcLSBcLSBpcm ⊕== 2modmod , where [ ]pc  is the nearest integer of pc . 

4.1.1. Why is homomorphic 

Verifying the homomorphism of the scheme means to add and multiply two encrypted text and the 
decrypted result must be the same with the result of the same operation applied to plain text. Basically, the 
scheme is homomorphic because two near multiples of p are added or multiplied; the result will be another 
near multiple of p. 

Consider two encrypted numbers: 

1 1 1 1

2 2 2 2

2
2 .

c q p r m
c q p r m

= + +
= + +

 (2)

The result of the addition of the two numbers is:  

( ) ( ) ( )1 2 1 2 1 2 1 22 ,c c q q p r r m m+ = + + + + +  (3)

where ( ) ( )1 2 1 22 r r m m+ + +  is still smaller than p. 
The result of the multiplication of the numbers is: 

( ) ( )1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 22 2 ,c c c q q c q q p r r r m m r m m× = + − + + + +  (4)

and ( ) 2121212122 mmrmmrrr +++  is still smaller than p. 

4.2. Homomorphic public key encryption 

The components for a common public-key encryption are: key generation, encryption and decryption. 
In a homomorphic public key encryption another procedure appears the evaluation. The components of the 
scheme used to construct the somewhat homomorphic encryption are described below. 

First, it is set a security parameter: λ and computed the number of bits for each number used in the 
scheme to preserve the security [2]: 
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λ=ρ , 2λ=η , 5λ=γ , and λ+γ=t , (5)

where: γ – number of bits of public key (pk); η – number of bits of secret key (sk); ρ – number of bits of 
noise r; t – number of integers in public key. 

The cryptographic operations used in this scheme are: 
1. ( )λKeyGen  

a. secret key: ( ) [ )η−η∩+Ζ← 2,212 1p , odd integer 
b. choose: tqqq ,...,, 10 ; odds, integers, where 0q  is the biggest 
c. choose: trrr ,...,, 10 ; integers. 

Compute: 000 rpqx +← , [ ] ( )2,2 000
xxrqx xiii −∈+← . 

The public key: txxxpk ,...,, 10= . 
2. { }( )1,0, ∈mpkEncrypt  

Choose: { }tS ,...,2,1∈  
Choose ( )ρρ−∈ 2,2r  
Ciphertext: [ ]

0
2

xSi ixrmc ∑∈
++← . 

3. ( )tccCpkEvaluate ,...,,, 1  

( )( ) ( )tmmCcCpkEvalskD ,...,,,, 1= . 
4. ( )cskDecrypt ,  

[ ][ ] ( ) [ ]( )2mod2mod
2

pcccm p ⊕=←′ , because [ ] [ ]pcpcc p −= . 

4.3. Fully homomorphic encryption 

The main problem is that the noise is growing with each operation. Gentry has a new idea to reduce the 
noise from time to time for preserving fresh numbers. This kind of operation is called bootstrapping. He 
proposed to encrypt the ciphertext before a specific number of operations, and before the noise is too big, the 
encrypted ciphertext will be decrypted. Both encryption/decryption operations are done through the 
homomorphic encryption scheme. 

But this idea has only one issue, the encryption and the decryption function have too much operations 
and the homomorphic scheme cannot handle this. That is why the scheme must be changed to obtain a 
homomorphic one. Gentry use a technique that is named “squash the decryption circuit”. To be able to 
handle the encryption operation, it must be removed some of them. The idea was to add to public key a hint 
about the secret key, so anybody can post-process the ciphertext leaving less work for the decryption. This 
idea is used in server-aided cryptography. 

5. CHALLENGES 

Some cryptographers study the practical implications of these new revolutionary cryptographic 
techniques. The security relies on the hardness of the approximate GCD. Because the scheme is new, the 
attacks are still waiting to come, but the second test is about the performance. 

Tests [1] shows that the homomorphic encryption works very well, but adding the bootstrappable 
scheme makes it unpractical. For instance [1] a SELECT command applied to a database of 10 records takes 
7 days. That because the SELECT command has 619839 additions and multiplications. 

But also can be used in some specific domains of e-government like e-health, e-voting, and finance. 
The next step in this area is to reduce the computation complexity to obtain a practical fully 

homomorphic encryption. Some new papers try to remove the need of the bootstrap to increase the 
computational speed, as in [4], [5].  
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CONCLUSIONS 

With the more and more interest of the IT community in the Cloud, new security problems are found. 
The protection of the data stored in the Cloud face new vulnerabilities. Best solutions for remote data 
protection remain cryptography. This article presents the new techniques that provide security to the private 
data, and also provide mechanisms for searching or processing encrypted data, like PE and FHE. The FHE 
represents a big step in modern cryptography and opens new challenges to cryptology researchers and also it 
helps the new IT technologies to be faster adopted. 
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